MODULE 2
CHAPTER 1 PUBLIC-KEY CRYPTOGRAPHY AND RSA

e The development of public-key cryptography is the greatest and perhaps the only truerevolution in
the entire history of cryptography.

e Earlier all cryptographic systems have been based on the elementary tools ofsubstitution and

permutation.

e Public key algorithms are based on mathematical functions rather than onsubstitution and

permutation.

e More important, public-key cryptography is asymmetric, involving the use of twoseparate keys,

in contrast to symmetric encryption, which uses only one key.

e Theuse of two keys has profound consequences in the areas of confidentiality, keydistribution, and

authentication, as we shall see.

Common misconceptions concerningpublic-key encryption:

1. Public-key encryption is more secure from cryptanalysis than is symmetric encryption. In fact, the
security of any encryption scheme depends on the length of thekey and the computational work
involved in breaking a cipher.

2. A second misconception is that public-key encryption is a general-purpose techniquethat has made
symmetric encryption obsolete.

3. Finally, there is a feeling that key distribution is important when using public-key encryption,
compared to the rather handshaking involved with key distribution centers for symmetric

encryption.

Terminology Related to Asymmetric Encryption

Asymmetric Keys

Two related keys, a public key and a private key, that are used to perform complementary

operations, such as encryption and decryption or signature generation andsignature verification.




Public Key Certificate

A digital document issued and digitally signed by the private key of a CertificationAuthority
that binds the name of a subscriber to a public key. The certificate indicates that the subscriber

identified in the certificate has sole control and access to the corresponding private key.
Public Key (Asymmetric) Cryptographic Algorithm

A cryptographic algorithm that uses two related keys, a public key and a private key. The two
keys have the property that deriving the private key from the public key iscomputationally infeasible.

Public Key Infrastructure (PKI)

A set of policies, processes, server platforms, software and workstations used forthe purpose
of administering certificates and public-private key pairs, including the ability to issue, maintain, and

revoke public key certificates.

Principles of Public-Key Cryptosystems

The concept of public-key cryptography evolved from an attempt to attack two ofthe most

difficult problems associated with symmetric encryption. The first problem is that of key distribution.

As we have seen, key distribution under symmetric encryption requires either
1. Two communicants already share a key, which somehow has been distributedto them or
2. The use of a key distribution center.

Whitfield Diffie, one of the discoverers of public-key encryption reasoned that thissecond
requirement negated the very essence of cryptography: the ability to maintain total secrecy over your
own communication.

The second problem is digital signatures. The electronic messages and documents would need
the equivalent of signatures used in paper documents. That isdigital message had been sent by a
particular person? This is a somewhat broader requirement than that of authentication,

Diffie and Hellman achieved breakthrough by coming up with a method that addressed both
problems and was radically different from all previous approaches tocryptography.

Public-Key Cryptosystems




Asymmetric algorithms rely on one key for encryption and a different but relatedkey for

decryption. These algorithms have the following important characteristic:

e It is computationally infeasible to determine the decryption key given only

knowledge of the cryptographic algorithm and the encryption key.

o Either of the two related keys can be used for encryption, with the other used for

decryption.

Anyone knowing the public key can encrypt messages or verify signatures, butcannot

decrypt messages or create signatures, thanks to some clever use of number theory.

A public-key encryption scheme has six ingredients

o Plaintext: This is the readable message or data that is fed into the algorithm asinput.

o Encryption algorithm: The encryption algorithm performs varioustransformations on the
plaintext.

o Public and private keys: This is a pair of keys that have been selected so that ifone is used
for encryption, the other is used for decryption. The exact transformations performed by the
algorithm depend on the public or private key that is provided as input.

e Ciphertext: This is the scrambled message produced as output. It depends on theplaintext and
the key. For a given message, two different keys will produce two different ciphertexts.

o Decryption algorithm: This algorithm accepts the ciphertext and the matching key and

produces the original plaintext.
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The essential steps are the following:

1. Each user generates a pair of keys to be used for the encryption and decryption ofmessages.




2. Each user places one of the two keys in a public register or other accessible file. Thisis the public

key. The companion key is kept private. Each user maintains a collection of public keys obtained

from others.

If Bob wishes to send a confidential message to Alice, Bob encrypts the messageusing Alice's

public key.

When Alice receives the message, she decrypts it using her private key. No otherrecipient can

decrypt the message because only Alice knows Alice's private key.

To discriminate between symmetric and public-key encryption, we refer to the keyused in

symmetric encryption as a secret key. The two keys used for asymmetric encryption are referred

to as the public key and the private key. Invariably, the private key is kept secret, but it is referred

to as a private key rather than a secret key to avoid confusion with symmetric encryption.

Conventional Encryption

Public-Key Encryption

Needed to Work:

Needed to Work:

1.

The same algorithm with the same key
is used for encryption and decryption.

1.

One algorithm is used for encryption and
decryption with a pair of keys, one for

2. The sender and receiver must share the encryption and one for decryption.

algorithm and the key. 2. The sender and receiver must each have one of
the matched pair of keys (not the same one).
Needed for Security: Needed for Security:

1. The key must be kept secret. 1. One of the two keys must be kept secret.

2. It must be impossible or at least 2. It must be impossible or at least impractical to
impractical to decipher a message if no decipher a message if no other information is
other information is available. available.

3. Knowledge of the algorithm plus 3. Knowledge of the algorithm plus one of the

samples of ciphertext must be
insufficient to determine the key.

keys plus samples of ciphertext must be
insufficient to determine the other key.
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Public-Key Cryptosystems: Secrecy and Authentication

e Public-key schemes can be used for either secrecy or authentication, or both (as shown here).
There is some source A that produces a message in plaintext X. Themessage is intended for
destination B.

e B generates a related pair of keys: a public key, PUb, and a private key, PRb. PRbis known
only to B, whereas PUb is publicly available and therefore accessible byA.

o With the message X and the encryption key PUDb as input, A forms the ciphertext
Y = E(PUbD, X)

e The intended receiver, in possession of the matching private key, is able to invert the
transformation: X =D(PRb, Y).

e Anadversary, observing Y and having access to PUb, but not having access to PRb or X, must
attempt to recover X and/or PRb. This provides confidentiality.

e Public-key encryption can also provide authentication:
Y =E(PRa, X); X=D(PUa, Y)

e To provide both the authentication function and confidentiality have a double useof the public-
key scheme (as shown here):

Z =E(PUb, E(PRa, X))

X = D(PUa, D(PRb, Z))




Applications for Public-Key Cryptosystems

We can classify the use of public-key cryptosystems into three categories:

« Encryption/decryption: The sender encrypts a message with the recipient'spublic key.

« Digital signature: The sender "signs" a message with its private key. Signing isachieved by a
cryptographic algorithm applied to the message or to a small blockof data that is a function of
the message.

o Key exchange: Two sides cooperate to exchange a session key. Several differentapproaches

are possible, involving the private key(s) of one or both parties.

Requirements for Public-Key Cryptography

1. Itis computationally easy for a party B to generate a pair (public key PUy, privatekey PRy).

2. Itis computationally easy for a sender A, knowing the public key and the message tobe encrypted,

M, to generate the corresponding ciphertext:
C=E(PUp, M)

3. It is computationally easy for the receiver B to decrypt the resulting ciphertext usingthe private

key to recover the original message:
M = D(PRy, C) = D[PRy, E(PUp, M)]

4. Ttis computationally infeasible for an adversary, knowing the public key, PUy, todetermine the
private key, PRs.

5. It is computationally infeasible for an adversary, knowing the public key, PUs, and aciphertext,

C, to recover the original message, M.

We can add a sixth requirement that, although useful, is not necessary for allpublic-key

applications:
6. The two keys can be applied in either order:

M = D[PUs, E(PRs, M)] = D[PRs, E(PUs, M)]




A one-way function is one that maps a domain into a range such that every function value has a unique
inverse, with the condition that the calculation of thefunction is easy whereas the calculation of the

inverse is infeasible:
Y = {(X) easy

X = f'!(Y) infeasible
Trap-door one-way function

It is easy to calculate in one direction and infeasible to calculate in the otherdirection unless certain

additional information is known.

Y = fi(X) easy, if k and X are known
X=f, (Y) easy, ifk and Y are known

X = f (Y) infeasible, if Y known but k not known

Public-Key Cryptanalysis
e As with symmetric encryption, a public-key encryption scheme is vulnerable to a brute-force
attack. The countermeasure is the same: Use large keys.

e The key size must be large enough to make brute-force attack impractical but result in
encryption/decryption speeds that are too slow for general-purpose use.

e Another form of attack is to find some way to compute the private key given the public key. To
date, it has not been mathematically proven that this form of attack isinfeasible for a particular
public-key algorithm.

e Finally, there is a form of attack that is peculiar to public-key systems. This is, inessence, a
probable-message attack.

e Suppose, for example, that a message were to be sent that consisted solely of a 56-bitDES key.
An adversary could encrypt all possible 56-bit DES keys using the public key and could discover
the encrypted key by matching the transmitted ciphertext.

o Thus, no matter how large the key size of the public-key scheme, the attack is reducedto a brute-
force attack on a 56-bit key. This attack can be thwarted by appending some random bits to such

simple messages.




The RSA Algorithm

RSA Algorithm was developed in 1977 by Ron Rivest, Adi Shamir, and Len Adleman at MIT.

The Rivest-Shamir-Adleman (RSA) scheme has since that time reigned supremeas the

most widely accepted and implemented general-purpose approach to public-key encryption.

The RSA scheme is a block cipher in which the plaintext and ciphertext are integers
between 0 and n - 1 for some n. A typical size for n is 1024 bits, or 309 decimal digits. That is, n

is less than 210%*

Description of the Algorithm:

RSA makes use of an expression with exponentials. Plaintext is encrypted in blocks, with
each block having a binary value less than some number n. That is, the blocksize must be less than
or equal to log2(n) + 1. Encryption and decryption are of the following form, for some plaintext

block M and ciphertext block C.

C = M°mod n
M= C%modn = (.»'W")l[ mod n = M mod n

Both sender and receiver must know the value of n. The sender knows the value ofe, and only
the receiver knows the value of d. Thus, this is a public-key encryption algorithm with a public key of

PU = {e, n} and a private key of PR = {d, n}.

For this algorithm to be satisfactory for public-key encryption, the followingrequirements must be

met.

1. It is possible to find values of e, d, n such that M mod n=M for all M <n.

2. Tt is relatively easy to calculate M® mod n and C¢ mod n for all values of M <n
3. Itis infeasible to determine d given ¢ and n.

For now, we focus on the first requirement and consider the other questions later. We need to find a

relationship of the form

M modn = M




The preceding relationship holds if e and d are multiplicative inverses modulo ¢(n), where
¢(n) is the Euler totient function. The relationship between e and d can be expressed ased mod
dm)=1¢'

This is equivalent to saying

ed = 1 mod ¢(n)
d = e ' mod ¢(n)

That is, e and d are multiplicative inverses mod (¢t). Note that, according to the rules of modular
arithmetic, this is true only if d (and therefore e) is relatively prime to ¢(n).Equivalently, gcd($(n),
d)=1.

We are now ready to state the RSA scheme.The ingredients are the following:
p , q t,wo prime numbers (private, chosen)
n=pq (public, calculated)
e, with ged(p(n),e)=1; 1<e<(n) (public, chosen)

d =e lmod(q) (private, calculated)

The private key consists of {d, n} and the public key consists of {e, n}. Supposethat user A
has published its public key and that user B wishes to send the message M to A. Then B calculates C
= M°® mod n and transmits C. On receipt of this ciphertext, user A decrypts by calculating M = (¢

mod n.

Example:

Alice generates a public/private key pair; Bob encrypts using Alice’s public key;and Alice
decrypts using her private key. For this example, the keys were generated as follows.

1. Select two prime numbers, p =17 and q = 11.

2. Calculaten=pq=17 * 11 = 187.

3. Calculate f(n) =(p-1)(q-1)=16 * 10 = 160.

4. Select e such that e is relatively prime to f(n) = 160 and less than f(n); we choose e = 7.

5. Determine d such that de K 1 (mod 160) and d 6 160. The correct value is d =23, because 23




*7=161=(1*160)+ 1; d can be calculated using the extended Euclid’s algorithm
The resulting keys are public key PU = {7, 187} and private key PR = {23, 187}.

The example shows the use of these keys for a plaintext input of M= 88. For encryption, we need to

calculate C = 88’mod 187. Exploiting the properties ofmodular arithmetic, we can do this as follows.

887 mod 187 = [(88*mod 187) x (88*mod 187) x (88'mod 187)] mod 187
88'mod 187 = 88
882mod 187 = 7744 mod 187 = 77

88*mod 187 = 59,969,536 mod 187 = 132

88"mod 187 = (88 x 77 x 132) mod 187 = 894,432 mod 187 = 11

Key Generation Alice

Select p, g p and g both prime, p # g
Calculate n =p Xqg
Calcuate d(n) =(p — 1)(g — 1)

Select integer e gcd (Pp(n),e) =1;1 <e < dp(n)
Calculate d d=e ! (mod &(n))

Public key PU = {e, n}

Private key PR = {d, n}

Encryption by Bob with Alice’s Public Key

Plaintext: M<n

Ciphertext: C=M°modn

Decryption by Alice with Alice’s Public Key

Ciphertext: C
Plaintext: M = C%mod n
Encryption Decryption
. Ciphertext .
Plaintext @ 11 T Plaintext
88 —= 88\1nod= 11 11 Xmod= 88 — 88
PU =7, 187 PR = 23, 187

For decryption, we calculate M = 112 mod 187:




11%*mod 187 = [(11'mod 187) x (11°mod 187) x (11*mod 187) x (118mod 187) x (11® mod 187)]
mod 187

11'mod 187 =11

11°mod 187 =121

11*mod 187 = 14,641 mod 187 = 55
118mod 187 =1214,358,881 mod 187 =33

11%mod 187 = (11 x 121 x 55 x 33 x 33) mod 187 = 79,720,245 mod 187 = 88

Computational Aspects

We now turn to the issue of the complexity of the computation required to useRSA. There are

actually two issues to consider: encryption/decryption and key generation.

To perform the modular exponentiations, you can use the “Square and MultiplyAlgorithm”,

a fast, efficient algorithm for doing exponentiation.

The idea is to repeatedly square the base, and multiply in the ones that are neededto compute

the result, as found by examining the binary representation of the exponent.
5_mdq 14~ _
e Eg.7=777 =37=10mod 11

o g 32=32831=53=4mod 11

The RSA algorithm requires that during key generation, the user selects a value ofe that is
relatively prime to @ (n). Thus, if a value if e is selected first, and the primes p and q are generated, it

may turn out that gcd(e(n), €) # 1. In that case, the user must reject the p, g values and generate a new
y g ) p.q g

p, q pair.
RSA Key Generation

e Before the application of the public-key cryptosystem, each participant must generatea pair of
keys, which requires finding primes and computing inverses.
e Both the prime generation and the derivation of a suitable pair of inverse exponentsmay involve

trying a number of alternatives.




e Typically make random guesses for a possible p or q, and check using a probabalisticprimality

test whether the guessed number is indeed prime. If not, try again.

¢ Note that the prime number theorem shows that the average number of guessesneeded is not
too large.
e Then compute decryption exponent d using Euclid’s Inverse Algorithm, which is quite

efficient.

The Security of RSA

Four possible approaches to attacking the RSA algorithm are as follows:

o Brute force: This involves trying all possible private keys.

« Mathematical attacks: There are several approaches, all equivalent in effort tofactoring
the product of two primes.

o Timing attacks: These depend on the running time of the decryption algorithm.

o Chosen ciphertext attacks: This type of attack exploits properties of the RSAalgorithm.
Brute force:

The defense against the brute-force approach is the same for RSA as for other
cryptosystems, namely, use a large key space. Thus, the larger the number of bits in d, the better.
However, because the calculations involved, both in key generation and in encryption/decryption,

are complex, the larger the size of the key, the slower the systemwill run.
The Factoring Problem:

We can identify three approaches to attacking RSA mathematically:

« Factor n into its two prime factors. This enables calculation of ¢ (n)=(p -1)*( g-1),which,
in turn, enables determination of d= e~ mod (¢ ).

o Determine ¢(n) directly, without first determining p and . Again, this enables
determination of d= ¢ 'm o d ().

o Determine d directly, without first determining ¢(n).

Determining ¢(n) given n is equivalent to factoring n. With presently known

algorithms, determining d given e and n appears to be at least as time-consuming as the




factoring problem. Hence, we can use factoring performance as a benchmark against which

to evaluate the security of RSA.

To avoid values of n that may be factored more easily, the algorithm's

inventorssuggest the following constraints on p and q:

1. pand q should differ in length by only a few digits. Thus, for a 1024-bit key (309decimal
digits), both p and q should be on order of 107° to 10'%.

2. Both (p—1)and (q— 1) should contain a large prime factor

3. gcd(p-1, g-1) should be small.

Timing Attacks:

e Timing Attacks demonstrated that a snooper can determine a private key bykeeping track of
how long a computer takes to decipher messages.

e Timing Attacks are based on observing how long it takes to compute the cryptographic
operations. Timing attacks are applicable not just to RSA, but to other public-key
cryptography systems.

e This attack is alarming for two reasons: It comes from a completely unexpecteddirection

and it is a ciphertext-only attack.

The timing attack is a serious threat; there are simple countermeasures that can beused,
including using constant exponentiation time algorithms, adding random delays, orusing blind

values in calculations.

o Constant exponentiation time: Ensure that all exponentiations take the sameamount of time
before returning a result. This is a simple fix but does degradeperformance.

« Random delay: Better performance could be achieved by adding a random delay to the
exponentiation algorithm to confuse the timing attack. Kocher points out that if defenders don't
add enough noise, attackers could still succeed by collecting additional measurements to
compensate for the random delays.

o Blinding: Multiply the ciphertext by a random number before performing exponentiation. This
process prevents the attacker from knowing what ciphertextbits are being processed inside the
computer and therefore prevents the bit-by-bitanalysis essential to the timing attack.

Chosen Ciphertext Attacks:




e The RSA algorithm is vulnerable to a chosen ciphertext attack (CCA).

e CCA is defined as an attack in which adversary chooses a number of ciphertexts and is then
given the corresponding plaintexts, decrypted with the target’s privatekey.

e The adversary exploits properties of RSA and selects blocks of data that, whenprocessed using
the target’s private key, yield information needed for cryptanalysis.

e More sophisticated variants need to modify the plaintext using a procedure knownas optimal

asymmetric encryption padding (OAEP).

To counter such attacks RSA Security, a leading RSA vendor and former holder of the RSA
patent, recommends modifying the plaintext using a procedureknown as optimal asymmetric

encryption padding (OAEP).
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o Asafirst step the message M to be encrypted is padded. A set of optional parametersP is passed
through a hash function H.




The output is then padded with zeros to get the desired length in the overall data block(DB).
Next, a random seed is generated and passed through another hash function, called the mask
generating function (MGF).

The resulting hash value is bit-by-bit XORed with DB to produce a maskedDB.

The maskedDB is in turn passed through the MGF to form a hash that is XORed withthe seed
to produce the masked seed.

The concatenation of the maskedseed and the maskedDB forms the encoded messageEM.

Note that the EM includes the padded message, masked by the seed, and the seed,masked by
the maskedDB. The EM is then encrypted using RSA.




CHAPTER 2. OTHER PUBLIC KEY CRYPTOSYSTEMS

Diffie-Hellman Key Exchange

The purpose of the algorithm is to enable two users to securely exchange a keythat can then

be used for subsequent encryption of messages.

If a is “a” primitive root of the prime number p, then the numbers
amod p, a?> mod p...., a°! mod p
are distinct and consist of the integers from 1 through p -1 in some permutation.
Example:
3 is primitive root of 7.
The number 3 is a primitive root modulo 7, because
31=3=3x3 =3 =3 (mod)7
32=9=32x3 =9=2(mod 7)
33=27=3"%x3 =6=6(mod 7)
3 =81=3*x3 =18=4(mod 7)
3° =243 =3x3 =12 =5 (mod 7)
36 =729=3x3 =15=1(mo 7)

Here we see that the period of 3X modulo 7 is 6. The remainders in the period,which are 3, 2,
6,4, 5, 1, form a rearrangement of all nonzero remainders modulo 7, implying that 3 is indeed a

primitive root modulo 7.

The Algorithm:

There are two publicly known numbers: a prime number q and an integer that is aprimitive
root of q.

Suppose the users A and B wish to exchange a key. User A selects a random integer Xa <q
and computes Ya = a** mod q. Similarly, user B independently selects arandom integer Xa < q and

computes Yp = a*® mod q.




Each side keeps the X value private and makes the Y value available publicly to the otherside.

User A computes the key as K = (Yg)* maod q and user B computes the key as K =(Y2)*® mod q.

These two calculations produce identical results:

K = (Ys)** mod q
= (a*® mod q)** mod q

= (a*B)** mod q by the rules of modular arithmetic

XB XA

=(a mod q

— ( OLXA)XB

= (oA mod q)

mod q

= (a** mod q)*B mod q
=(Ya)*® mod q
Example:

Prime number q = 353 and a primitive root of 353, in this case o = 3.
A and B select secret keys Xa =97 and Xp = 233, respectively. Each computes its publickey:

A computes YA =397 mod 353 = 40.
B computes YB =3233 mod 353 =248.

After they exchange public keys, each can compute the common secret key:

A computes K _ (yp) ™™ od 353 =24897 mod 353 =160.

B computes K = (Ya)*B mod 353 = 40233 mod 353.

Key Exchange Protocols:




Suppose that user A wishes to set up a connection with user B and use a secret key to

encrypt messages on that connection. User A can generate a one-time private key Xa,calculate

Y a, and send that to user B.

User B responds by generating a private value Xg calculating Yg, and sending Yg to user A. Both

users can now calculate the key.

The necessary public values q and o would need to be known ahead of time.

Alternatively, user A could pick values for q and a and include those in the first message.

User A User B
Generate
random Xy <gq:
Calculate )
Yy =caXimod g }A Generate
random Xp <g¢;
Calculate
. Yp= X8 mod q;
YB Calculate
Calculate K=(Y4 )XB mod g
K= (Yg¥4mod ¢

Man-in-the-Middle Attack:

Suppose Alice and Bob wish to exchange keys, and Darth is the adversary. Theattack

proceeds as follows.

]
|

[}

Darth prepares for the attack by generating two random private keys Xp; and
Xp> and then computing the corresponding public keys Yp; and Yp,.

Alice transmits Y4 to Bob.

. Darth intercepts Y4 and transmits Yp; to Bob. Darth also calculates

K2 = (YA)X”: mod q.
Bob receives Yp; and calculates K1 = (Yp;)X* mod q.
Bob transmits Yz to Alice.

. Darth intercepts Yp and transmits Yp; to Alice. Darth calculates

K1 = (Yp)*»' mod q.

. Alice receives Yp, and calculates K2 = (Yp»)** mod q.

At this point, Bob and Alice think that they share a secret key, but instead Bob and Darth share secret

key K1 and Alice and Darth share secret key K2 .All futurecommunication between Bob and Alice

is compromised in the following way.




| Alice

Private key X4

Public key
Yp= ¥4 mod q
).g

A
Private keys X7, Xp»
Public keys
Ypi = a"'Dl mod g
) D2 = o*p2 mod q {
Yo Ypi
Secret key Secret key Private key Xp
K2 =(Ypy*amod g K2 = (Y4 p2mod ¢ Public key
i Yg= o Bmod q
Yp
Secret key Secret key
Kl = (YB)"DI mod ¢ KI = (YDI)"B mod ¢
Alice and Darth Bob and Darth
share K2 | share K1

The key exchange protocol is vulnerable to such an attack because it does not authenticate
the participants. This vulnerability can be overcome with the use of digitalsignatures and public-key

certificates;

ELGAMAL CRYPTOGRAPHIC SYSTEM

As with Diffie-Hellman, the global elements of ElGamal are a prime number and ,whichis a
primitive root of .User A generates a private/public key pair as follows:

1. Generate a random integer Xa , such that 1<Xa < Q-1

2. Compute YA = a**mod q

3. A’sprivate key is Xa; A’s pubic key is {q , a ,Ya}

Any user B that has access to A’s public key can encrypt a message as follows:




I. Represent the message as an integer M in the range 0 = M = g — 1. Longer
messages are sent as a sequence of blocks, with each block being an integer
less than q.

2. Choose a random integer k such that 1 = k = ¢ — 1.

. Compute a one-time key K = (Y,)* mod q.

'JJ

4. Encrypt M as the pair of integers (Cy. C;) where
C; = a*mod ¢; C; = KM mod ¢
User A recovers the plaintext as follows:
I. Recover the key by computing K = (C;)**mod g.
2. Compute M = (C,K ') mod q.
User A generates a public/private key pair; user B encrypts using A’s public key; and

user A decrypts using her private key.

First, how K isrecovered by the decryption process:

K = (Y4)*mod ¢ K is defined during the encryption process
K = (a® mod ¢)* mod ¢ substitute using Y; = o mod ¢

K = o1 mod q by the rules of modular arithmetic

K = (C1)** mod q substitute using ¢y = o mod q

Next, usingK , we recover the plaintext as

Cy = KM mod g
(C,K HYmod g = KMK 'modg = Mmodg = M




Global Public Elements
prime number

o o< g and o a primitive root of g

Key Generation by Alice

Select private X, Xy<g—1
Calculate Y , Y, =a* modg
Public key PU={q,0,Y 4}
Private key Xy

Encryption by Bob with Alice’s Public Key

Plaintext: M<gq

Select random integer k k<gq

Calculate K K=(Y,)*modgqg
Calculate C, Ci=akmodg
Calculate C, Cr, = KM mod g
Ciphertext: (Cy,G)

Decryption by Alice with Alice’s Private Key

Ciphertext: (€. G)

Calculate K K =(C,)* mod g

Plaintext: M = (C, K1) mod ¢
Example:

Thus, K functions as a one-time key, used to encrypt and decrypt the message. For example, let us
start with the prime field GF (19); that is, ¢ 19. It has primitive roots {2, 3, 10, 13, 14, and 15}, as
shown in Table 8.3.We choose a = 10.




Encryption:
Alice generates a key pair as follows:
I. Alice chooses X, = 5.
2. Then Y4, = a® mod q = @ mod 19 = 3 (see Table 8.3).

3. Alice’s private key is 5 and Alice’s public key is |¢q, a. ¥4} = {19, 10, 3}.

Suppose Bob wants to send the message with the value M =17.Then,
Bob chooses k = 6.
Then K = (YA)" mod g = 3*mod 19 = 729 mod 19 = 7
So
Ci =a*modg = a®mod 19 = 11
C,= KMmodg =7 X 17mod 19 = 119 mod 19 = 5

Bob sends the ciphertext (11, 5).

Decryption:
I. Alice calculates K = (C])X-" mod g = 1 mod 19 = 161051 mod 19 = 7.
2. Then K 'in GF(19) is 7 'mod 19 = 11.
3. Finally, M = (C,K )Ymodg = 5 X 11 mod 19 = 55mod 19 = 17.

If a message must be broken up into blocks and sent as a sequence of encrypted blocks, a unique
value of “k” should be used for each block. If is used for more than oneblock, knowledge of one block

m;of the message enables the user to compute other blocks as follows. Let

Ciy = o mod q; C,; = KM, mod g
Cip = a* mod q; C,, = KM, mod g
Then,
Cy1 KMymodg  M;modq
Cas B KM, mod g B M, mod ¢

If Mj is known, then M, is easily computed as

M, = (C31) ' C25 My mod g

The security of Elgamal is based on the difficulty of computing discrete logarithms. To recover A’s

private key, an adversary would have to compute Xa = dlog ¢,q(Ya).




