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LESSON PLAN & WORK-DONE DIARY FOR AY:2025-26, ODD SEMESTER

	Program: Master of Computer Applications

	Course with Code: Ethical Hacking (MMCH301A)
	Faculty: Mrs. Yeshashwini Bhandari K R
	Semester & Section: III SEM MCA Security ( A &B)

	Class No.
	Date planned (DD/MM)
	
Topics to be covered
	
TLP Planned
	Class No.
	Date of Conduction (DD/MM)
	
Topics Covered
	TLP
Executed
	Remarks if any deviation

	MODULE-1

	1
	
	Bridge Course
	Chalk & Talk
	
	
	
	
	

	2
	
	Introduction to Ethical Hacking and its importance
	Chalk & Talk
	
	
	
	
	

	3
	
	Legal and ethical considerations in
ethical hacking
	Chalk & Talk
	
	
	
	
	

	4
	
	Cont.., Legal and ethical
considerations in ethical hacking
	Chalk & Talk
	
	
	
	
	

	5
	
	Differentiating between black hat, white hat, and grey hat hacking
	Chalk & Talk
	
	
	
	
	

	6
	
	Basic cyber security concepts
	Chalk & Talk
	
	
	
	
	

	7
	
	Terminology
	Chalk & Talk
	
	
	
	
	

	8
	
	Overview of penetration testing methodologies
	Chalk & Talk
	
	
	
	
	

	9
	
	Cont., Overview of penetration testing methodologies
	Chalk & Talk
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	Course with Code: Ethical Hacking (MMCH301A)
	Faculty: Mrs. Yeshashwini Bhandari K R
	Semester & Section: III SEM MCA Security ( A &B)
	

	
	
Class No.
	Date planned (DD/MM)
	
Topics to be covered
	
TLP Planned
	Class No.
	Date of Conduction (DD/MM)
	
Topics Covered
	TLP
Executed
	Remarks if any deviation
	

	MODULE-2

	
10
	
	Foot printing and Information Gathering
Passive and active information gathering techniques
	
PPT
	
	
	
	
	

	11
	
	Who is lookup
	PPT
	
	
	
	
	

	12
	
	Cont., who is lookup
	PPT
	
	
	
	
	

	13
	
	DNS enumeration
	PPT
	
	
	
	
	

	14
	
	Cont., DNS enumeration
	PPT
	
	
	
	
	

	15
	
	Tools and methodologies for foot
printing
	PPT
	
	
	
	
	

	16
	
	Cont., Tools and methodologies for foot printing
	PPT
	
	
	
	
	

	17
	
	Google hacking
	PPT
	
	
	
	
	

	18
	
	OSINT (Open-Source Intelligence) techniques
	PPT
	
	
	
	
	

	19
	
	OSINT (Open-Source Intelligence) techniques
	PPT
	
	
	
	
	

	
	
	
	
	
	
	
	
	



[image: ]



	Course with Code: Ethical Hacking (MMCH301A)
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Class No.
	Date planned (DD/MM)
	
Topics to be covered
	
TLP Planned
	Class No.
	Date of Conduction (DD/MM)
	
Topics Covered
	TLP
Executed
	Remarks if any deviation

	MODULE-3

	
20
	
	Scanning and Enumeration: Port scanning techniques: SYN,TCP
	
PPT
	
	
	
	
	

	21
	
	UDP scans
	PPT
	
	
	
	
	

	22
	
	Service enumeration
	PPT
	
	
	
	
	

	23
	
	Version detection
	PPT
	
	
	
	
	

	24
	
	NetBIOS enumeration
	PPT
	
	
	
	
	

	25
	
	SNMP enumeration
	PPT
	
	
	
	
	

	
26
	
	
SMTP enumeration
	
PPT
	
	
	
	
	

	
27
	
	Vulnerability	scanning	and assessment
	
PPT
	
	
	
	
	

	
28
	
	Cont., Vulnerability scanning and assessment
	
PPT
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	Course with Code: Ethical Hacking (MMCH301A)
	Faculty: Mrs. Yeshashwini Bhandari K R
	Semester & Section: III SEM MCA Security(A &B)
	

	
	
Class No.
	Date planned (DD/MM)
	
Topics to be covered
	
TLP Planned
	Class No.
	Date of Conduction (DD/MM)
	
Topics Covered
	TLP
Executed
	Remarks if any deviation
	

	MODULE-4

	29
	
	System Hacking and Exploitation
	PPT
	
	
	
	
	

	30
	
	Password cracking techniques and tools
	PPT
	
	
	
	
	

	31
	
	Cont., Password cracking techniques and tools
	PPT
	
	
	
	
	

	32
	
	Privilege escalation and maintaining access
	PPT
	
	
	
	
	

	33
	
	Cont., Privilege escalation and maintaining access
	PPT
	
	
	
	
	

	34
	
	Malware types and counter measures
	PPT
	
	
	
	
	

	35
	
	Exploiting common vulnerabilities (e.g.,bufferoverflow)
	PPT
	
	
	
	
	

	36
	
	Exploiting common vulnerabilities (e.g., SQLinjection)
	PPT
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Class No.
	Date planned (DD/MM)
	
Topics to be covered
	
TLP Planned
	Class No.
	Date of Conduction (DD/MM)
	
Topics Covered
	TLP
Executed
	Remarks if any deviation

	MODULE-5

	
37
	
	Web Application and Network Security Common web vulnerabilities: SQL injection
	
PPT
	
	
	
	
	

	38
	
	XSS, CSRF
	PPT
	
	
	
	
	

	39
	
	Web application penetration testing methodology
	PPT
	
	
	
	
	

	
40
	
	Cont., Web application penetration testing methodology
	
PPT
	
	
	
	
	

	41
	
	Network sniffing and spoofing
	PPT
	
	
	
	
	

	42
	
	Cont., Network sniffing and spoofing
	PPT
	
	
	
	
	

	43
	
	Intrusion Detection Systems
	PPT
	
	
	
	
	

	44
	
	Intrusion Prevention Systems
	PPT
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	Activity
	Planned
	Actual
	Remarks

	1
	Theory Classes
	44
	
	

	2
	Assignments/Quizzes/Activity/ Self-study
	02/02/1
	
	

	3
	Tutorials/ Extra classes
	03
	
	

	4
	Internal Assessments
	2+1
	
	

	5
	ICT based Teaching
(% of usage in Curriculum)
	60%
	
	

	Planning
	Execution

	Faculty Signature:
	Faculty Signature:

	
HoD Signature:
	
HoD Signature:
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