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System Hacking and Exploitation 

System Hacking and Exploitation Password cracking techniques and tools; Privilege 

escalation and maintaining access; Malware types and counter measures; Exploiting 

common vulnerabilities(e.g: bufferoverflow, SQLinjection) 

What Is System Hacking? 

System hacking is the practice of attempting to manipulate the normal behavior of a 

system, usually a computer system, to gain unauthorized access or perform unauthorized 

actions. It encompasses a range of activities, from simple password guessing to 

sophisticated attacks exploiting vulnerabilities in software or hardware. 

In essence, system hacking is about exploiting weaknesses. These weaknesses could be in 

the system’s design, its implementation, or in the behaviors of its users. The ultimate goal 

of a system hacker is to gain control over the system, allowing them to execute commands, 

access confidential information, disrupt services, or perform other malicious activities. 

However, it’s important to note that not all system hacking is malicious. In fact, a 

significant portion of system hacking is conducted by ethical hackers – professionals who 

use their skills to identify and fix vulnerabilities, rather than exploit them. 

Ethical vs. Malicious Hacking 

When it comes to system hacking, there are two main camps: ethical hackers and 

malicious hackers. 

• Ethical hackers (white hat hackers): Use their skills and knowledge to improve 

system security. They work within the law, often being employed by organizations 

to test their systems and find vulnerabilities that could be exploited by malicious 

hackers. 

• Malicious hackers (black hat hackers): Exploit vulnerabilities with the intention of 

causing harm or for personal gain. Their actions are illegal and harmful, leading to 

financial loss, damage to reputation, and even potential legal consequences for the 

victims. 

Stages of System Hacking 

System hacking typically involves the following stages: 

1. Reconnaissance 

The first stage of system hacking is reconnaissance. This is the phase where the hacker 

gathers as much information as possible about the target system. This could involve 

researching the target’s infrastructure, identifying potential vulnerabilities, and 

understanding the system’s defenses. 

2. Scanning 

After the recognition stage, the hacker moves on to the scanning phase. This is where they 

actively probe the system to gather more detailed information. This could involve 

network scanning to identify open ports, vulnerability scanning to find weaknesses in the 
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system’s defenses, or even social engineering tactics to trick users into revealing sensitive 

information. 

The goal of the scanning stage is to find a way into the system. The information gathered 

during this stage is used to plan the attack, determining the most effective method to gain 

access. 

3. Gaining Access 

Once a potential entry point has been identified, the hacker moves on to the gaining access 

stage. This is where they attempt to exploit the identified vulnerabilities to gain 

unauthorized access to the system. 

The techniques used during this stage can vary widely, depending on the specific 

vulnerability being exploited. For instance, a hacker might use a software exploit to take 

advantage of a flaw in the system’s code, a brute force attack to guess a weak password, 

or a social media attack to trick a human user into divulging their credentials. 

4. Maintaining Access 

After gaining access to the system, the hacker’s next goal is to maintain their access, also 

known as persistence. This could involve installing a backdoor to allow them to easily re-

enter the system, or escalating their privileges to ensure they have the necessary 

permissions to carry out their intended actions. 

Maintaining access is crucial for a hacker, as it allows them to continue exploiting the 

system even if their initial entry point is closed. It also allows them to remain undetected, 

as they can carry out their actions without alerting the system’s administrators. 

At this stage, the hacker will carry out their primary attack, for example exfiltrating 

sensitive data or stealing funds. 

5. Clearing Tracks 

The final stage of system hacking is clearing tracks. This is where the hacker disengages 

and attempts to remove any evidence of their activities. 

Clearing tracks could involve deleting log files, altering timestamps, and using obfuscation 

techniques to hide their activities. This stage is crucial for a hacker, as it helps them avoid 

detection and potential legal consequences. 

Common System Hacking Techniques 

While there are countless techniques hackers use to gain unauthorized access to a system, 

these are some of the most common. 

Password Cracking 

Password cracking involves obtaining a user’s password to gain unauthorized access to a 

system. There are several ways to do this, including: 

• Brute force attacks: Involve trying all possible combinations of characters until the 

correct password is found. This method can be time-consuming and requires 

significant computational power, but it’s often successful given enough time. 
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• Dictionary attacks: Involves the use of a dictionary of common passwords or 

phrases. The hacker systematically tries each entry in the hope that the user has 

used a common or easily guessable password. 

• Rainbow tables: Involves pre-computing the hashes for possible passwords and 

storing them in a ‘rainbow table’. This allows a hacker to quickly look up the hash 

of a stolen password and find the original password. 

Phishing 

Phishing is a technique where attackers masquerade as a trustworthy entity to acquire 

sensitive information such as usernames, passwords, and credit card details. This is 

typically carried out using email or a messaging service, where the attacker tricks the 

recipient into opening a malicious link, or directly sending the sensitive information by 

return message. 

An effective phishing attempt will appear to be from a reliable source, such as a well-

known company or a trusted individual. The message will often create a sense of urgency, 

prompting the recipient to act quickly without scrutinizing the message too closely. 

Techniques used in phishing include: 

• Spear phishing: Targets specific individuals or organizations and is often more 

personalized to increase the likelihood of the recipient’s compliance. 

• Whaling: A specialized form of phishing that specifically targets high-profile 

individuals like executives or those with significant access within an organization. 

• Clone phishing: Involves creating a nearly identical replica of a legitimate message 

that the recipient has previously received, but with malicious links or attachments. 

Rootkits and Trojans 

Rootkits and trojans are malicious software programs that give hackers remote control 

over a system without the user’s knowledge. 

Rootkits can hide their presence and activities from users and system administrators. 

They can provide a hacker with administrative access to a system, allowing them to install 

other malware, steal data, or use the system for other malicious activities. 

Trojans appear as legitimate software or files but contain malicious code. Once installed, 

they can give a hacker control over a system, allowing them to steal data, spy on the user, 

or use the system as part of a botnet. 

Buffer Overflows 

Buffer overflow involves overloading a buffer within a system’s memory with more data 

than it’s designed to handle. This can cause the system to crash or allow a hacker to 

execute arbitrary code. 

There are two main types of buffer overflows: 

• Stack-based overflows are the most common and involve overloading the stack, a 

region of memory used for storing temporary data. 
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• Heap-based overflows target the heap, a region of memory used for dynamic 

memory allocation. 

To exploit a buffer overflow, a hacker needs to find a vulnerability in a program that allows 

them to write data to a buffer without bounds checking. Once they’ve found such a 

vulnerability, they can craft a specific input that causes the buffer to overflow and 

potentially allows them to remotely execute code. 

Keyloggers 

Keyloggers are a type of spyware that records a user’s keystrokes. Hackers often use them 

to steal sensitive information such as usernames, passwords, credit card numbers, and 

other personal information. 

There are two main types of keyloggers: hardware and software. Hardware keyloggers 

are physical devices that are attached to a computer, often between the keyboard and the 

computer. Software keyloggers are programs that run on a computer and record 

keystrokes. 

Privilege Escalation 

Privilege escalation involves a hacker gaining higher levels of access to a system than 

originally intended, often with the goal of gaining full control. There are two main types 

of privilege escalation: 

• Vertical privilege escalation: A hacker starts with a low-level account and exploits 

a vulnerability to gain a higher-level account, such as an administrator account. 

• Horizontal privilege escalation: A hacker uses their existing account level to access 

resources that should be off-limits. For example, they might gain access to another 

user’s account at the same level but with different permissions. 

System Hacking: Countermeasures and Protection 

Here are some of the measures organizations can take to protect themselves from 

malicious system hacking: 

• Software updates and patching: Cybercriminals often exploit known 

vulnerabilities in software to gain unauthorized access to systems. Software 

developers regularly release updates and patches to fix these vulnerabilities, but 

they are only effective if they are installed. Organizations should perform regular 

updates and patching for operating systems and all software applications, 

especially web browsers. 

• Firewalls and Intrusion Detection Systems (IDS): A firewall is a network security 

device that monitors and controls incoming and outgoing network traffic based on 

predetermined security rules, and can block malicious traffic. IDS monitor 

network traffic for suspicious activity and send alerts when they detect potential 

attacks. They can detect a wide range of threats, including malware, botnets, 

and denial-of-service attacks. 

• Multi-factor Authentication (MFA): MFA requires users to provide two or more 

independent credentials to authenticate their identity. These credentials can be 

https://www.imperva.com/learn/ddos/botnet-ddos/
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something the user knows (like a password), something the user has (like a 

security token or a smartphone), or something the user is (like a fingerprint or 

other biometric data). This makes it much more difficult for hackers to gain 

unauthorized access. 

• Regular system audits: During a system audit, an auditor examines the system’s 

controls, policies, and procedures to ensure they are properly implemented and 

effective in preventing unauthorized access. Regular audits can help identify 

vulnerabilities before hackers do, allowing organizations to fix them and reduce 

their risk of a cyber attack. 

• Security awareness and training: Despite the best technical defenses, human error 

or carelessness is still a leading cause of security breaches. Security awareness and 

training involves educating employees about cybersecurity risks and how to 

recognize and respond to potential threats. This can include training on how to 

recognize phishing emails, how to create strong passwords, and how to safely use 

social media and other online services. 

What is password cracking? 

Password cracking refers to the malicious practice of gaining unauthorized access to 

accounts or systems by deciphering passwords. It remains a huge threat to organizations 

as it can lead to data breaches, financial losses, and compromised privacy. Despite 

technological advances, such as biometric security, passwords remain the primary line of 

defense for individuals and organizations, acting as a digital lock that safeguards sensitive 

information and digital resources. However, the effectiveness of passwords hinges on 

their complexity, uniqueness, and confidentiality. 

Password cracking takes advantage of weaknesses in these aspects to breach security 

barriers and gain unauthorized access, and the methods used range from simple and 

brute-force techniques to more sophisticated strategies that leverage technological 

advancements. As technology has evolved, so too have the tools and tactics employed by 

cybercriminals, and password cracking remains a highly lucrative avenue for malicious 

actors. 

Common password cracking techniques 

Cybercriminals employ a variety of different password cracking techniques that span 

simple guesswork to highly sophisticated malware attacks. In combination, these 

techniques have proved highly successful for cybercriminals, which is why they are still 

widely used. Explore the most commonly used types of password attacks here. 

• Brute force attacks 

Among the most straightforward yet time-consuming methods, brute force attacks 

involve systematically trying every possible password combination until the correct one 

is found. Weak passwords significantly expedite the success of these attacks. 

Implementing strong password policies and employing techniques like account lockout 

and multi-factor authentication (MFA) can help prevent this type of password attack, and 

organizations must strike a balance between convenience and security to ensure effective 

protection. 
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• Dictionary attacks 

Dictionary attacks rely on pre-compiled lists of common passwords, words, and phrases. 

Hackers leverage the predictability of human behavior, exploiting individuals who use 

easily guessable passwords. Robust defense against dictionary attacks hinges on 

password complexity and the use of unique, unpredictable combinations. Password 

managers emerge as valuable allies, generating and storing intricate passwords securely. 

• Rainbow table attacks 

Rainbow table attacks involve using precomputed tables of hash values to quickly identify 

corresponding plaintext passwords. Employing cryptographic techniques such as salting, 

where a random value is added to the password before hashing, can thwart rainbow table 

attacks. Multi-factor authentication adds an extra layer of protection by requiring users 

to provide multiple forms of verification. 

• Phishing for passwords 

Phishing remains a potent weapon in a hacker's arsenal. Cybercriminals craft convincing 

emails and websites to deceive users into divulging their credentials. Vigilance and 

education are crucial in identifying and evading such attempts. Regular employee training 

can empower individuals to recognize phishing tactics and respond appropriately, 

minimizing the risk of falling victim. 

• Keylogging malware 

Keyloggers surreptitiously record keystrokes to capture passwords and other sensitive 

information. Employing strong endpoint security solutions, including antivirus software, 

can detect and neutralize keyloggers. Adhering to secure browsing practices, such as 

avoiding untrusted websites and keeping software up to date, can also help prevent 

keylogging attacks. 

• Credential stuffing 

Credential stuffing involves using previously leaked or stolen username and password 

combinations to gain unauthorized access to other accounts. Mitigation strategies include 

enforcing unique passwords for each account and implementing rate limiting and 

CAPTCHA mechanisms. These measures disrupt automated attacks and discourage 

cybercriminals from exploiting stolen credentials. 

• Password spraying 

Distinct from brute force attacks, password spraying involves attempting a small number 

of commonly used passwords across numerous accounts. Robust authentication 

protocols, including account lockouts and MFA, can hinder password spraying. Educating 

users about password security and the risks of password spraying can contribute to 

overall defense. 
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Need for Password Cracking Tools 

• To identify weak passwords in systems 

• To test authentication mechanisms 

• To audit security policies 

• To recover forgotten passwords 

• To enhance overall system security 

Popular Password Cracking Tools 

1. John the Ripper 

• Open-source and widely used password cracker 

• Supports UNIX, Windows, Linux 

• Performs dictionary, brute force, and hybrid attacks 

• Supports multiple hash types like MD5, SHA-1, NTLM 

• Commonly used for password strength auditing 

2. Hashcat 

• High-performance password cracking tool 

• Uses GPU acceleration for faster cracking 

• Supports over 300 hash algorithms 

• Allows mask, rule-based, and combinator attacks 

• Widely used in professional penetration testing 

3. Cain and Abel 

• Windows-based password recovery tool 

• Uses network sniffing, dictionary, and brute force attacks 

• Can crack Windows LM/NTLM hashes 

• Also supports VoIP and wireless password recovery 

4. Hydra (THC-Hydra) 

• Online password cracking tool 

• Performs login-based attacks on network services 

• Supports protocols such as FTP, SSH, HTTP, Telnet, RDP 

• Used for testing remote authentication services 

5. Ophcrack 

• Uses rainbow tables for password recovery 
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• Commonly used for Windows password cracking 

• Faster than brute force attacks 

• Requires precomputed tables for effectiveness 

Advantages of Password Cracking Tools 

• Helps detect weak and reused passwords 

• Improves organizational security policies 

• Assists in forensic investigations 

• Useful for training and research purposes 

Limitations 

• Ineffective against strong, complex passwords 

• Time-consuming for long passwords 

• Requires high computational resources 

• Illegal if used without authorization 

Legal and Ethical Considerations 

Password cracking tools must be used only with proper authorization. Unauthorized 

use violates cyber laws and ethical standards and may lead to legal consequences. 

 

 

 

 

 

 

 

 

 

 

 

 

 


