MODULE -2 MMCH311A

FOOT PRINTING AND INFORMATION GATHERING:
Passive and active information gathering techniques, Who is lookup, DNS enumeration,
and social engineering, Tools and methodologies for foot printing, Google hacking and
OSINT (Open Source Intelligence) techniques
INTRODUCTION:
Reconnaissance in the Test Lifecycle
Reconnaissance is the first major phase of a security test. A typical pentest lifecycle looks
like:
Planning & scoping (define rules, authorization, goals)
Reconnaissance / Footprinting (collect info, map attack surface) « this phase
Enumeration (confirm hosts/services, gather metadata)
. Vulnerability analysis (match services/versions to CVEs)
Exploitation (if allowed) (validate critical vulnerabilities)
Post-exploitation / pivoting (lateral movement, data access)
Reporting & remediation (deliver findings & fixes)
8. Retest / validation
Recon influences every later step by narrowing targets, prioritizing effort, and shaping
hypotheses about potential weaknesses.
Primary goals of reconnaissance
e Map the attack surface: domains, subdomains, IP ranges, services, employees,
third-party providers.
Discover sensitive exposures: public buckets, leaked credentials, backup files,
API endpoints.
Collect context for targeted attacks: technology stacks, email formats, org
structure for social engineering.
Prioritize targets: rank hosts by exposure, criticality, and ease of reach.
Reduce time wasted: focus later, more invasive testing where success probability
is highest.
Footprinting is the systematic process of collecting information about a target
(organization, domain, network, application, or person) to create an accurate map of

its attack surface. It's the reconnaissance step in a security assessment — gathering

facts that help an attacker (or a defender performing a test) decide where to focus

effort next.
The act of discovering and documenting publicly available and live information about a

target (DNS, domains, subdomains, IP ranges, services, people, technologies, public files
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and records) to build an inventory and attack-surface map for later verification,
vulnerability analysis, or defensive hardening.
Key characteristics
Systematic: planned, repeatable steps and tools.
Evidence-based: outputs are hostnames, IPs, banners, documents, screenshots, logs.
Two modes: passive (no direct interaction with target hosts) and active (direct
probing of hosts/services).
o Purpose-driven: to prioritize targets and create testable hypotheses for later phases.
Footprinting vs Reconnaissance vs Enumeration
o Reconnaissance (recon): broad term for information gathering in the test lifecycle;
footprinting is the initial, mapping portion of recon.
Footprinting: high-level discovery & mapping (collect domains, name servers, public

data). Often includes passive methods.

Enumeration: deeper, targeted interaction with identified hosts. Example: listing

shares, users, open ports, service versions (active and intrusive).
Think of it as: Recon (overall) — Footprinting (map surface) — Enumeration (probe for
details).

PASSIVE FOOTPRINTING
Passive footprinting is the process of collecting information about a target organization
or system without directly interacting with its network or systems. The main goal is to
gather public and indirect information that helps build a profile of the target while
remaining stealthy and unnoticed. No packets are sent to the target; instead, information
is obtained from open sources available on the internet.
The main objective of passive footprinting is to:

e Collect publicly available information related to the target.

o Identify possible domains, subdomains, [P addresses, and technologies in use.

e Understand the organization’s structure, employees, and possible weak points.

e Avoid detection by firewalls or intrusion detection systems.
Common Sources and Techniques:

1. Search Engines:

o Use of advanced Google operators or “Google Dorks” like site:, filetype:, and
inurl: to find sensitive files, pages, or directories.
2. WHOIS Lookup:
o Provides details like domain owner, registrar, name servers, and
registration dates.

3. Certificate Transparency Logs (crt.sh, Censys):
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o Used to discover subdomains and SSL certificate details of the target
domain.
Code Repositories (GitHub/GitLab):
o Searching for exposed credentials, API keys, or sensitive configuration files.
. Social Media and Professional Sites:
o Platforms like LinkedIn or Twitter may reveal employee names, job roles,
or technologies used.
. Public Archives and Caches:
o The Internet Archive (Wayback Machine) and Google Cache can provide
historical versions of web pages.
OSINT Tools and Indexes:
o Tools like Shodan or Censys can show devices and services already indexed
on the internet without scanning directly.
Typical Information Collected:
e Subdomains (e.g., mail.example.com, dev.example.com)
e Email addresses and employee names
e SSL/TLS certificate data
e Public documents or files
e Hosting provider and DNS details
Tools Used:
« theHarvester - collects emails, subdomains, and hosts.
o SpiderFoot - automates OSINT data collection.
e Recon-ng - framework for reconnaissance.
o crt.sh - certificate transparency search.
o Shodan / Censys - passive internet device search engines.
Advantages:
e Completely stealthy - no interaction with the target.
e Lowlegal risk, as it uses publicly available data.
e Can quickly reveal valuable information (old backups, forgotten subdomains).

Disadvantages:

e Information may be outdated or inaccurate.

e Cannot confirm if hosts/services are still active.

e May miss internal or recently added systems.
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ACTIVE FOOTPRINTING

Active footprinting is the process of gathering information about a target by directly

interacting with its systems and network. It involves probing hosts, services and

applications to verify live assets, open ports, running services and software versions.

Active footprinting is typically more accurate but also more noticeable to the target.

Objective:

Verify if hosts and services discovered during passive recon are live.
Identify open ports, services, versions and configurations.
Discover web directories, admin pages and other hidden endpoints.

Produce detailed, actionable data for vulnerability assessment and prioritization.

Common Techniques & Examples:

1.
2.
3.

Host discovery / Ping sweeps: Determine which [Ps are live (ICMP/ARP).
Port scanning: Use SYN/Connect scans to find open TCP/UDP ports (e.g., Nmap).
Service & version fingerprinting: Banner grabbing and nmap -sV to identify

software and versions.

. Web content discovery: Directory and file brute-force (gobuster, dirb) to find

admin pages or hidden endpoints.

DNS probing / Zone transfer attempts: Query authoritative name servers; attempt
AXFR for zone data (if misconfigured).

Banner grabbing & protocol probes: SMTP/FTP/HTTP probes to reveal server

info.

. Application parameter fuzzing: Test inputs/endpoints to reveal functionality or

misconfigurations (non-destructive fuzzing).

Representative Tools:

Nmap - host discovery, port scan, service/version detection.

Masscan - very fast port scanning for large ranges.

Amass (active mode) - brute-force subdomain discovery.

Gobuster / Dirb / Burp Suite (passive + active modules) — web content discovery
and fuzzing.

Dig / dnsrecon / dnsenum - DNS queries and enumeration.

WhatWeb / Wappalyzer - web technology fingerprinting.

Typical Outputs / Artifacts:

List of live hosts and IP addresses.
Open ports per host and corresponding services.
Service banners and version numbers.

Discovered web directories, admin panels, and hidden endpoints.
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e DNS records revealed by active queries or zone transfer output.
Advantages:
e Accurate and current — confirms what is actually live and reachable.
o Reveals service versions needed for vulnerability correlation.
o Discovers hidden endpoints that passive methods may miss.
Disadvantages / Risks:
e Noisy: generates logs and may trigger IDS/IPS, WAFs and alerts.
e Legal risk: can be considered intrusive or unauthorized without written

permission.

o Potential to disrupt services if scans are aggressive or misconfigured (high rate,

unsafe payloads).
When to Use:
e After passive footprinting has produced candidate targets and only with explicit
authorization.
e When verification of live systems and service details is required for vulnerability
assessment.
e In controlled lab environments or scoped engagements (production systems
require special care).
Safety & Legal Considerations:
e Obtain a written Rules of Engagement (RoE) and scope before active tests.
o Start with low-intensity scans (-T2/-T3 in Nmap), test on non-production where
possible.
o Exclude critical or sensitive systems unless expressly permitted.
e Logall actions, timestamps, and tools used for reporting and traceability.
Short sample commands (illustrative, use only in authorized scope):
e Quick TCP service/version scan: nmap -sS -sV -p1-65535 -T3 target.com
e Targeted web directory brute-force: gobuster dir -u https://target.com -w
/path/wordlist.txt -t 50

DNS zone transfer attempt: dig axfr @ns1.target.com target.com

WHOIS LOOKUP

WHOIS lookup is a query/lookup service that provides registration and administrative
details about Internet resources such as domain names and IP address blocks. It is widely
used in footprinting and incident response to identify domain registrants, registrars,
name servers, creation/expiry dates and administrative /technical contacts.
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WHOIS is both a protocol and a set of publicly accessible databases maintained by
registrars and Regional Internet Registries (RIRs). The primary purposes of WHOIS are:

To identify the legal owner or administrative contact of a domain.
To discover registrar, registration and expiration information.
To reveal name servers and sometimes hosting provider hints.

To assist in abuse handling, legal discovery, and intelligence collection
(reconnaissance).

A typical WHOIS record for a domain may include the following fields; explain what each
implies:

1.
2.

Domain Name — the queried domain (confirms target).

Registrar — company where the domain is registered (may indicate reselling or
bulk registrations).

Registrant Name / Organization — owner of the domain (can identify related
entities).

Registrant Email / Phone — contact addresses (useful for responsible
disclosure).

Creation Date / Expiry Date / Updated Date — domain age and renewal
schedule (new domains might be suspicious).

Name Servers (NS) — authoritative DNS providers (cloud/CDN vendors like
Cloudflare, Route53 may appear here).

. Administrative & Technical Contact — points of contact for operational issues.

Status Flags (e.g., clientTransferProhibited) — indicate domain lock states and
transfer restrictions.

DNSSEC / Other Metadata — whether DNSSEC is in use; sometimes registrar-
specific notes.

WHOIS vs RDAP

WHOIS is the traditional service; however it lacks structured, standardized
machine-readable output.

RDAP (Registration Data Access Protocol) is the modern replacement specified
by IETF: it provides JSON output, standardized query methods and supports
access control and authentication. Mentioning RDAP shows up-to-date knowledge.

How WHOIS is used in footprinting

Mapping ownership: link domains to company names, subsidiaries or third
parties.

Discovering related domains: registrant contact or organization can reveal other
domains owned by same entity.
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o Identifying DNS providers: name servers expose use of CDNs/WAFs which
affects attack surface and testing approach.

Timing attacks & renewal windows: expiry/creation dates help plan social
engineering or detect typosquatting.

Contacting for responsible disclosure: admin/abuse emails enable reporting
exposed data.

Practical commands & tools
e Command-line: whois example.com (Linux/macOS; uses local whois client).
dig for registrar-related hints: dig NS example.com to confirm name servers.
RDAP: rdap example.com (or use RDAP web APIs returning JSON).

Online services / APIs: ICANN WHOIS lookup, DomainTools, WhoisXMLAPI (for
bulk/automated queries).

Automation: Recon-ng modules and scripts can call WHOIS/RDAP and aggregate
results.

Include a short sample output and interpretation:

yaml

Interpretation: Name servers indicate Cloudflare (CDN/WAF). Registrant organization
suggests company identity; email redaction implies privacy protection.

Limitations, privacy and legal considerations

e Privacy redaction: Due to GDPR and privacy services, many WHOIS fields are
redacted or replaced with privacy-proxy contacts.

Accuracy: Registrant info can be falsified or obfuscated via privacy services.

Rate limits & legal limits: Registrars and APIs enforce rate limits; bulk automated
WHOIS may require paid services or permission.

Ethics & legality: WHOIS data is public but should be used per relevant laws; do
not harass contacts or misuse personal data.

Advanced usage & correlation

e Combine WHOIS with Certificate Transparency logs, passive DNS and historical
WHOIS to build timelines and find related domains. Use APIs to detect changes
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(expiry approaching, registrar changes). Automate alerts for changes in
WHOIS/RDAP for continuous monitoring.

DNS ENUMERATION

DNS Enumeration is the process of discovering and mapping all the Domain Name System
(DNS) records associated with a target domain. It helps ethical hackers and security
analysts to identify subdomains, IP addresses, mail servers, name servers, and other
services exposed to the public. This phase provides vital information about the target’s
infrastructure and is a key component of the footprinting and reconnaissance stage in

penetration testing.

DNS enumeration systematically queries DNS servers to collect information that can
reveal how an organization’s network is structured and what online resources it exposes.
Objectives:

o Identify all DNS records and related hosts.
Discover hidden or forgotten subdomains (e.g., dey, test, backup).
Find mail servers, DNS servers, and third-party services in use.

Detect potential vulnerabilities such as zone transfer misconfigurations or
dangling CNAMEs.

Importance in Ethical Hacking
DNS enumeration is crucial because it allows a tester to:
Understand the organization’s network topology.
Locate potential entry points for attacks.
Verify defensive configurations such as DNSSEC and firewall rules.
e Provide accurate data for risk assessment and vulnerability scanning.

Key DNS Record Types

Record Type Description Information Revealed

A / AAAA ||Maps hostname to IPv4/IPv6 address Server IPs

CNAME Canonical name (alias) Redirects to another domain, often to cloud services

MX Mail Exchange record Email servers used by the organization

NS Name Server record Authoritative DNS servers of the domain

Text record SPF, DKIM, or verification tokens

Start of Authority Primary server, contact info, and zone serial

Service record Location of services such as SIP or LDAP
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Techniques Used in DNS Enumeration

a) Passive Techniques:

Search Engines & OSINT: Identify subdomains from Google, Bing, or certificate
transparency logs (crt.sh).

Passive DNS Databases: Retrieve historical DNS data for old or changed records.
Public Archives: Use tools like the Wayback Machine to find old hostnames.

Shodan / Censys: View already indexed DNS and host information.

b) Active Techniques:

Zone Transfer (AXFR): Attempt to retrieve the full DNS zone file from a
misconfigured name server using commands like: dig axfr @nsl.example.com
example.com

DNS Record Enumeration: Query all record types using tools like dig, host, or
nslookup.

Brute-Force / Dictionary Attacks: Guess subdomains using a predefined wordlist
(e.g., admin, dev, vpn).

Reverse DNS Lookup: Identify hostnames associated with a range of IPs.

Subdomain Enumeration Tools: Automated scripts to identify and validate
subdomains (e.g., amass, dnsenum, Sublist3r).

Common Tools and Commands

dig: dig example.com ANY or dig axfr @ns1.example.com example.com
nslookup / host: For basic DNS queries.

amass: amass enum -d example.com -passive and then active brute-force.
dnsrecon / dnsenum: Advanced record enumeration and zone transfer checks.
Sublist3r, Subfinder: Subdomain discovery using OSINT sources.

massdns: Fast resolution of large wordlists.

fierce: Performs DNS reconnaissance and checks for wildcard or
misconfigurations.

Risks and Security Issues

Zone Transfer Vulnerability: If zone transfer is allowed, an attacker can access
the full list of subdomains and hostnames.

Subdomain Takeover: A dangling CNAME record pointing to an unclaimed third-
party service can be hijacked.

Information Leakage: TXT records, comments, or misconfigured entries may
reveal internal details.
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o DNS Cache Poisoning: Manipulation of DNS responses to redirect traffic.
Prevention and Countermeasures

Organizations can implement the following preventive and relief measures to protect
against DNS enumeration and related risks:

1. Regular Subdomain Audits: Periodically identify and remove unused or stale
subdomains.

Firewall Rules: Restrict unauthorized DNS queries from external sources.

DNS Security Extensions (DNSSEC): Validate DNS responses to prevent spoofing
and cache poisoning.

Intrusion Detection Systems (IDS): Monitor unusual DNS activity or multiple
query patterns that may indicate enumeration attempts.

Access Control for Zone Transfers: Allow AXFR requests only from authorized
secondary name servers.

Regular Security Audits: Review DNS infrastructure, zone configurations, and
name server permissions.

Least Privilege & Monitoring: Limit DNS query permissions and monitor DNS
logs for anomalies.

Example / Case Study

An ethical hacker performs DNS enumeration for example.com. A misconfigured
name server allows AXFR, revealing 120 subdomains including test.example.com
and db-backup.example.com. These hosts are then verified through active
scanning, confirming outdated services. The vulnerability is reported and fixed by

disabling zone transfers for unauthorized requests.

DNS enumeration is a vital step in the information-gathering phase of ethical hacking. It

helps in understanding the domain structure, discovering exposed assets, and identifying

weak configurations. However, when not properly secured, DNS servers can leak

sensitive information that may lead to further attacks. Implementing security measures
like DNSSEC, controlled zone transfers, and regular audits effectively mitigates these

risks.
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SOCIAL ENGINEERING

Social engineering is the practice of manipulating people into performing actions or

divulging confidential information, rather than exploiting technical vulnerabilities. It

leverages human psychology (trust, authority, urgency) to bypass security controls. In

penetration testing and security awareness programs, social engineering tests the human

element of defence.

Objective / Importance

Objectives: obtain credentials or sensitive information, gain physical access, trick
users into installing malware, or cause inadvertent disclosure of secrets.

Importance: humans are often the weakest link; social engineering can defeat
strong technical controls (firewalls, encryption) if users are unaware or poorly

trained.

Psychological Principles Exploited

Social engineers rely on well-known cognitive biases and social rules:

Authority: people comply with perceived authority figures (managers, IT staff).
Urgency / Scarcity: creating a time pressure to rush decisions.

Reciprocity: offering a small favour to encourage compliance.

Social proof / Consensus: people follow perceived group behaviour.

Liking / Familiarity: people are more likely to comply with those they like or who
seem familiar.

Confirmation bias: tailoring messages to what the target already believes or

expects.

Common Types & Techniques

1.

Phishing (email): mass or targeted emails that lure users to fake login pages or
attachments.

Spear-phishing: highly targeted phishing using personal info (from LinkedIn,
GitHub) to increase credibility.

. Vishing (voice phishing): phone calls impersonating IT, vendors, or executives

to extract info or commands.
Smishing (SMS phishing): malicious links or requests via SMS.
Pretexting: creating a believable scenario (e.g., contractor, auditor) to request

access or information.
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6.

Baiting & Quid pro quo: offering something (USB, software help) in exchange for

information or access.

. Tailgating / Piggybacking: following an authorized person into restricted areas.

. Shoulder surfing & Eavesdropping: observing screens or overhearing

conversations in public areas.

. Dumpster diving: retrieving discarded documents, notes, or media that contain

sensitive data.

Phases of a Social Engineering Attack

1.

5.

Reconnaissance: OSINT to gather names, roles, email formats, events, technology

(LinkedIn, company site, public repos).

. Pretext development: craft a believable story or identity.

2
3.
4

Engagement / Exploitation: execute the attack (email, call, physical).

. Exfiltration / Persistence: obtain credentials/data or maintain access.

Covering tracks: delete traces, avoid detection.

Tools & Methods Used (1 mark)

OSINT sources: LinkedIn, Twitter, GitHub, company sites, CT logs (for subdomain
info used in targeted lures).

Phishing platforms / toolkits: (used ethically in tests) for template creation and
tracking.

Physical props: fake IDs, delivery boxes, USBs. (Note: use of offensive tools must
be within legal ROE and for defensive testing only.)

Detection & Indicators of Compromise

Unusual email requests for credentials, unexpected attachments or links, out-of-
band requests (phone asking for password), reports of unusual physical access

attempts, or increased help-desk resets following a campaign.

Prevention & Mitigations — Technical, Procedural & Human

Technical Controls:

MFA (Multi-Factor Authentication): reduces risk from credential theft.

Email authentication: SPF, DKIM, DMARC to reduce spoofed email delivery.
Web filtering / URL analysis: block known phishing domains and sandbox
attachments.

Endpoint protections: block execution from removable media; monitor USB

insertions.

Procedural Controls:

Strict verification procedures: call-back policies, manager approval for sensitive

actions, challenge-response for identity verification.
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Visitor management & physical controls: badges, turnstiles, escorting, CCTV,
tailgating sensors.
Document handling: shredders, secure disposal, restrict public disposal of
sensitive documents.
Human Measures (Awareness & Training):
e Regular training & simulations: phishing simulations, classroom sessions, and
post-simulation coaching.
Non-punitive reporting culture: encourage employees to report suspicious
emails/contacts.
Role-based training: specialized training for high-risk roles (finance, HR, IT).
Security champions: embed trained personnel in teams to reinforce good
practice.
Organizational Policies:
o Enforce least privilege, strong password policies, and regular audits. Maintain an
incident response plan for social engineering incidents.
Legal & Ethical Considerations
e Social engineering tests must have written authorization, a clear Rules of
Engagement (RoOE), and defined out-of-scope actions (no harassment, no
exposed PII misuse). Notify legal/HR as per policy. For public simulations
(phishing), ensure consent and post-campaign remediation.
Case Study / Example
A spear-phishing test: Using LinkedIn, an attacker crafts an email that appears from the
HR manager referencing a recent internal event and asks the recipient to log in via a
provided link to view slides. A successful click rate triggers immediate training for clicked
users and investigation of why email filters missed the lure. Remediation: update email
filters, add training, enforce MFA.

Social engineering targets human behavior rather than code. Effective defence requires a

blend of technical controls, robust procedures, continuous awareness training, and

organizational culture that encourages suspicion of unusual requests. Regular, ethical

testing helps measure and reduce human risk.
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TOOLS & METHODOLOGIES FOR FOOTPRINTING

Footprinting methodology is a structured process of collecting and verifying information

about a target (domains, hosts, services, people, technologies) using a mix of passive and

active techniques. Tools automate and accelerate collection, enrichment and correlation.

Recommended Methodology / Workflow (stepwise)

1.
2.

6.
7.

Scope & rules — confirm domain/IPs in scope and ROE (Rules of Engagement).
Passive collection — harvest publicly available data (WHOIS, CT logs, GitHub,

search engines).

. Aggregation & dedupe — merge results, remove duplicates, timestamp sources.

Enrichment — correlate CT logs, passive DNS, WHOIS and repo data to build
hypotheses.

Targeted active verification — resolve / probe only validated hosts (Nmap,
gobuster) with authorization.

Prioritization — rank assets by exposure and business impact.

Reporting — evidence, commands, screenshots, remediation suggestions.

Tool 1 — theHarvester (passive OSINT collector)

Purpose: Harvest emails, subdomains, hosts, virtual hosts, and employee names
from public sources (search engines, PGP, social networks).

When to use: Early passive phase to build candidate lists without touching target
systems.

Example command: theHarvester -d example.com -b all

Outputs / artifacts: lists of emails, hostnames, URLs, sources (Google, Bing,
GitHub, LinkedIn).

Pros: Fast, easy, multi-source; good for classroom demos.

Cons: Results may include stale data or false positives; limited enrichment.

How it fits methodology: Use at step 2 (passive collection) and feed results into

enrichment/aggregation.

Tool 2 — Amass (subdomain discovery & enumeration)

Purpose: Comprehensive subdomain discovery using passive sources, active

bruteforce, certificate logs, and scraping; supports graphing and integrations.

When to use: Passive-first enumeration, then active brute-forcing when
permitted. Ideal for large scope.
Example commands:

o Passive: amass enum -d example.com -passive -0 amass_passive.txt

o Bruteforce/active: amass enum -d example.com -brute -w wordlist.txt -o

amass_brute.txt
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Outputs / artifacts: large validated subdomain lists, discovery source metadata,
graphs.

Pros: Very thorough; supports many data sources and large-scale enumeration.
Cons: Can produce voluminous output; active mode is noisy and requires care.
How it fits methodology: Main tool for step 3 (aggregation/dedupe) and step 5

(targeted active verification) after validation.

Tool 3 — Nmap (active host & service discovery)

Purpose: Scans hosts/IPs to find live hosts, open ports, services, versions and
basic OS detection. Essential for verifying which assets are actually live.
When to use: After passive discovery and only with authorization — to confirm
live assets and gather version info for vulnerability mapping.
Representative commands:

o Quick scan + version: nmap -sS -sV target.com

o All ports, OS & scripts: nmap -sS -p- -T3 -A target.com (use conservative

timing on prod)

Outputs / artifacts: live hosts, open ports, service banners, potential entry points.
Pros: Extremely flexible, scriptable (NSE), supports many scan types.
Cons: Noisy; may trigger alerts — follow ROE and safe timing.
How it fits methodology: Use at step 5 (targeted active verification), then feed

findings into vulnerability analysis.

Tool 4 — SpiderFoot / Recon-ng (automation & correlation frameworks)

Purpose: Automated OSINT collection, enrichment and correlation across many

sources (SpiderFoot) or modular reconnaissance (Recon-ng). They index,
correlate and present relationships visually.

When to use: To automate large passive collection runs and to create evidence-
backed graphs linking emails, domains, certs and IPs.

Example (SpiderFoot): run a scan for example.com using multiple modules
(WHOIS, CT, GitHub, Shodan).

Outputs / artifacts: correlated report, risk scores, graph views and JSON/CSV
exports.

Pros: Great for repeatable recon, reporting, and reducing manual correlation
work.

Cons: Requires configuration; may hit API rate limits (keys needed).

How it fits methodology: Core for steps 2-4 (passive collection — aggregation —

enrichment) and for reporting.
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Integration example (mini-playbook)
1. theHarvester -d example.com -b google,bing,crtsh,github — initial list.
theHarvester -d lab-example.com -b google,bing,crtsh,github -f
theharvester_lab.html
Expected output: HTML with lists of discovered emails, hostnames and sources.
Save hostnames to theharvester_hosts.txt

amass enum -d example.com -passive -o all_subs.txt = broaden subdomain list.
amass enum -d lab-example.com -passive -o amass_passive.txt

Expected output: amass_passive.txt — a list of candidate subdomains with source

metadata.
Deduplicate + resolve: use massdns or dig to get live IPs.
nmap -sS -sV -iL live_ips.txt -oN nmap_results.txt = verify services.

Import outputs into SpiderFoot / Recon-ng for correlation and reporting.

GOOGLE HACKING

Google Hacking, also called Google Dorking, is the technique of using advanced search

operators and crafted queries on search engines (especially Google) to find sensitive

information that is inadvertently exposed on the web. Security professionals use it as an

OSINT method to locate misconfigurations, leaked files, exposed directories, and other

data that might aid penetration testing or defensive audits.

Purpose & Importance

e Purpose: Discover unintentionally exposed assets (password files, configuration
files, admin panels, sensitive documents) and map public attack surface.
Importance: Easy, low-cost, high-yield reconnaissance method. It often uncovers
high-impact findings (credentials, config files, backups) that automated scanners
miss. It is widely used in vulnerability assessments, red teaming and defensive
discovery.

Core Concept

Google indexes massive amounts of web content. By combining search operators (filters)

with carefully chosen keywords, an attacker or auditor can narrow results to specific file

types, URLs, page titles, or sites where sensitive strings (like “password”, “backup”, “ssh”)

appear. Queries that chain operators yield precise, targeted results.
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Common Google Operators and Their Usage

Operator Meaning / Use Example & Explanation

Restrict search to a|site:example.com — only results from
site:
domain example.com

filetype: Search specific file types |filetype:pdf site:gov — PDFs on .gov sites

inurl:admin — pages with “admin” in URL (likely
Find words in the URL
admin panels)

Search words in the page
intitle: | intitle:"index of" — directory listings
title

intext:"password" — pages containing the string
intext: Find words in page text
password

allinurl: All terms must appear in

allinurl: admin login
allintitle: URL/title

Show Google cached
cache: cache:example.com/login
version

Find pages linking to a

link:example.com
URL

Exclude term inurl:admin -site:example.com

Exact phrase match "confidential”

Example dork:
site:example.com inurl:admin intitle:"login™ -github
—Searches example.com for URLs containing “admin” and pages whose title contains “login®, excluding

GitHub results.

Typical Targets & Real-World Examples
o Exposed files: backups, DB dumps, .env / config files (filetype:sql, filetype:env,
filetype:log).
o e.g,site:example.com filetype:sql "INSERT INTO" might reveal SQL dumps.
Admin panels: inurl:admin login, intitle:"admin panel”.
Directory listings: intitle:"index of" "parent directory".
Credentials & keys: intext:"password" filetype:txt, filetype:env "API_KEY".

Sensitive docs: filetype:pdf "confidential” site:example.com.
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e Misconfigured devices: inurl:"/status" "router" or intext:"admin" "default
password".

(Include that irresponsible use to access systems is unlawful; this is for authorized testing

or defensive discovery.)

Tools & Automation that Use Google Dorks

e Search engines: Google (primary), Bing and others support similar operators.

o Automated scanners / scripts may run collections of dorks (e.g., GHDB — Google
Hacking Database — and tools that pull from it). Security teams use curated dork lists
to monitor exposure.

Google Hacking Database (GHDB) & Curated Dork Lists

The GHDB is a community-maintained repository of dorks categorized by type (files

containing passwords, sensitive directories, etc.). It is a useful starting point for auditors

to search common exposure patterns, but lists must be used responsibly and adapted to
scope.

Limitations & Risks

o False positives / stale results: indexed content may be old; results need validation.

o Legal/ethical risk: actively using dorks to retrieve or download sensitive data

without authorization may be illegal.

Rate-limiting / detection: mass querying may trigger search engine blocks or draw

attention.

Defensive Measures & Mitigation

o Remove sensitive files from public web roots and secure backup locations.

¢ Robots.txt is not protection — do not rely on it to hide sensitive content.

e Access controls: require authentication for admin pages; avoid predictable URLs.
Use X-Robots-Tag and proper headers for private content, but best is to avoid
exposing sensitive pages publicly.

Monitor search index presence: regularly search for dorks related to your
domain and set alerts for new matches (Google Alerts, CT/GitHub watchers).
Harden CI/CD & repo hygiene: prevent secrets from being committed to GitHub
(use secret scanning).

Remove directory listings and configure webserver to deny indexing of sensitive
paths.

Conduct regular OSINT audits and include dorking checks in security

assessments.
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Ethical & Legal Considerations

Google dorking is a lawful research technique when used on public data and for defensive
purposes. However, accessing, downloading, or exploiting exposed sensitive data without
permission may violate laws (computer misuse, privacy statutes) and ethics. Always have

authorization and follow disclosure policies.

OSINT (OPEN SOURCE INTELLIGENCE) TECHNIQUES
OSINT (Open Source Intelligence) is the process of collecting, analysing and using
information that is publicly available from open sources — such as websites, social media,
public records, news media, forums, code repositories and commercial databases — to
produce actionable intelligence. OSINT respects legal access to information and focuses
on correlation and validation to support decision-making in security, investigations,
research and threat intelligence.
PURPOSE & IMPORTANCE

o Purpose: discover facts, relationships and indicators relevant to a target (person,

organization, domain or event) without covert or classified means.

o Importance: low-cost, high-value intelligence; used for footprinting, threat

hunting, due diligence, incident response, competitive intelligence and social

engineering awareness.
THE THREE PILLARS OF OSINT
1. Data Collection: gather raw data from diverse open sources — search engines,
social platforms, government databases, academic publications, geospatial data,
media archives, registries and public code repositories.
Data Analysis / Enrichment: clean, correlate and transform raw data into
meaningful information (link analysis, timeline construction, entity resolution,
NLP, pattern detection).
Dissemination: present intelligence as reports, dashboards, alerts or briefings
targeted to decision-makers, emphasising timeliness, accuracy and relevance.
KEY OSINT TECHNIQUES & SOURCES
e Search Engine Queries & Google Dorking: advanced operators (site:, filetype:,
inurl:, intitle:) to find exposed documents, directories and keywords.
Social Media Harvesting: profiling targets via LinkedIn, Twitter/X, Facebook,
Instagram — extracting job roles, contacts, locations and activity patterns.
Domain & Certificate Analysis: WHOIS/RDAP, Certificate Transparency (crt.sh)

and passive DNS to discover subdomains, related domains and historical mapping.
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Code Repository Scanning: search GitHub/GitLab for leaked secrets,
configuration files and endpoints.

Public Records & Government Databases: company registries, patents, court
filings, procurement records, property records.

News & Media Monitoring: press, blogs and podcasts for events, executive
changes, mergers, or incidents.

Image & Video Geolocation: EXIF metadata, reverse image search, mapping
scenes to coordinates (Google Earth, satellite imagery).

Technical Internet Scanners (passive): Shodan, Censys to find internet-exposed
devices and services indexed by crawlers.

Paste & Leak Monitoring: Pastebin, GitHub Gists, dark-web monitoring and leak
search services.

Language/Content Analysis: keyword extraction, sentiment analysis, timeline

reconstruction.

TOOLS & PLATFORMS

Search & scraping: Google Search, Bing, DuckDuckGo, site-specific search APIs.
OSINT frameworks: SpiderFoot, Recon-ng, Maltego (graphing), OSINT
Framework (catalogue).

Social tools: Social-Searcher, Twint (Twitter scraping), LinkedIn advanced search
(manual).

Cert/DNS tools: crt.sh, Censys, PassiveTotal, amass.

Code scanning: GitHub search, TruffleHog, GitLeaks.

Internet indexing: Shodan, Censys.

Enrichment & analysis: Kibana/Elasticsearch for large datasets, Python (pandas,

networkx), visualization (Gephi, d3).

METHODOLOGY / WORKFLOW

The OSINT (Open Source Intelligence) framework provides a structured approach to

gathering and analysing intelligence from publicly available sources. Here’s a general

outline of how to effectively use the OSINT framework:

1. Define the Intelligence Requirements: Start by clearly defining the intelligence

requirements or objectives. Identify the specific information or insights you need

to gather, and determine the scope and focus of your OSINT efforts.

. Identify Relevant Sources: Based on your intelligence requirements, identify the

most relevant open sources that may contain valuable information. These can

include news websites, social media platforms, public databases, government

publications, online forums, and more.
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3. Develop a Collection Plan: Create a systematic plan for collecting data from the

identified sources. This may involve setting up web monitoring tools, creating

search queries, subscribing to relevant feeds or alerts, and establishing a schedule
for data collection.

Data Collection: Implement your collection plan and begin gathering data from
the identified open sources. Ensure that you adhere to legal and ethical guidelines,
respecting intellectual property rights and privacy considerations.

Data Processing and Organisation: As data is collected, process and organise it
in a structured manner. This may involve creating databases, tagging or
categorising information, and removing duplicates or irrelevant data.

Data Analysis: Apply analytical techniques to extract insights and intelligence
from the collected data. This can involve identifying patterns, trends, connections,
and anomalies. Use appropriate tools and techniques, such as data visualisation,
link analysis, sentiment analysis, or geospatial analysis, depending on your
objectives.

Validation and Corroboration: Validate and corroborate the findings by cross-
referencing multiple open sources and verifying the information through
additional research or subject matter expertise.

Reporting and Dissemination: Present the intelligence findings in a clear and
concise manner, using appropriate reporting formats and visualisation
techniques. Disseminate the intelligence to relevant stakeholders or decision-
makers.

Continuous Monitoring and Feedback: Continuously monitor open sources for
new or updated information that may impact your intelligence requirements.
Incorporate feedback and lessons learned to refine and improve your OSINT
processes.

. Ethical and Legal Compliance: Ensure that all OSINT activities are conducted in
compliance with applicable laws, regulations, and ethical guidelines. Respect
privacy, intellectual property rights, and avoid any unauthorised access or illegal
data collection practices.

It's important to note that the OSINT framework is iterative and may require adjustments
based on the specific intelligence requirements, available resources, and evolving open-
source landscape. Additionally, it's often beneficial to integrate OSINT with other
intelligence sources and methodologies to obtain a comprehensive understanding of the

intelligence picture.
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OSINT LIFECYCLE
The OSINT lifecycle encompasses the following stages:

1. Planning and Direction: This initial stage involves defining the intelligence
requirements, objectives, and priorities. It involves understanding the specific
information needs, identifying relevant sources, and developing a collection plan
tailored to the intelligence requirements.

Collection: During this stage, analysts employ various techniques to gather data
from open sources. This includes leveraging advanced search operators, web
scraping tools, and analysing IP addresses to identify potential threats and
uncover detailed information about industrial equipment, vulnerabilities, and
security incidents related to industrial control systems.

Processing and Exploitation: Collected data is processed, organised, and

transformed into a format suitable for analysis. This may involve data cleaning,

normalisation, and enrichment techniques, as well as the integration of data from

multiple sources.
Analysis and Production: In this stage, analysts apply various analytical
techniques to extract insights and intelligence from the processed data. This
includes the analysis of documents like patent filings, technical manuals, industry
reports, and other relevant sources. Data analysis tools, such as data visualisation,
link analysis, and machine learning algorithms, are instrumental in identifying
trends, vulnerabilities, and operational insights about industrial control systems.
Dissemination: The final stage involves presenting the intelligence findings in a
clear and concise manner, tailored to the specific audience or decision-makers.
This may involve the creation of reports, briefings, or interactive dashboards,
ensuring that the intelligence is accessible and actionable.
Throughout the OSINT lifecycle, it is crucial to maintain a feedback loop, continually
refining and adapting the process based on new intelligence requirements, emerging
threats, or changing operational environments. By seamlessly integrating the OSINT
framework with the intelligence cycle, analysts can leverage the vast array of publicly
available information to generate comprehensive and actionable intelligence. This
intelligence can inform decision-making processes, support risk mitigation strategies,
and enhance the security and resilience of industrial control systems and critical
infrastructure.
Furthermore, combining OSINT techniques with traditional intelligence gathering

methods can provide a more holistic and well-rounded intelligence picture, enabling
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organisations to stay ahead of potential threats and make informed decisions to

safeguard their operations and assets.

ADVANCED TECHNIQUES IN OSINT FRAMEWORK:

Advanced Open Source Intelligence (OSINT) techniques use automation, data analytics,

and Al to extract deep insights from public information sources such as websites, social

media, the dark web, and network data. They support cybersecurity, threat intelligence,

and law enforcement investigations.

Web Data Scraping

Advanced Scraping Tools: Scrapy and Apify handle JavaScript content, proxy
rotation, and large-scale scraping.

Headless Browsing: Selenium and Puppeteer simulate user interaction with
dynamic sites.

Al-based Extraction: Use of NER (Named Entity Recognition) and OCR for

extracting names, entities, and text from PDFs or images.

Social Media Intelligence (SOCMINT)

Monitoring Tools: Brandwatch, Crimson Hexagon, and Synthesio perform

sentiment and trend analysis.

Network Analysis: Gephi and NodeXL map influencer networks and relationships.

NLP Techniques: Topic modeling and sentiment analysis identify trends, threats,

and opinions across platforms.

Dark Web Monitoring

Automated Crawlers: Tor Stem, Scrapy-Splash for indexing hidden Tor sites.
Safe Analysis: Use of VMs and sandboxing to protect analysts from malware.
Crypto Tracking: Chainalysis and Elliptic trace blockchain transactions and link

illicit wallets.

Geospatial Intelligence (GEOINT)

Remote Sensing: Landsat and Sentinel satellite imagery used with ML for change
detection.

3D Visualization: ArcGIS Pro, ENVI for mapping terrain and structures.

Data Integration: Combining satellite, aerial, and GIS data for situational

awareness.

Network Traffic Analysis

Deep Packet Inspection (DPI): inspects packet data to detect anomalies.
Network Behavior Analysis: Zeek and Suricata analyze network patterns.
Flow Analysis: SiLK and Argus reveal communication trends and suspicious

flows.
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Digital Forensics
e Memory Forensics: Volatility, Rekall recover hidden or encrypted data.
o Disk Forensics: The Sleuth Kit, EnCase, FTK analyze deleted files and metadata.
e Malware Analysis: Cuckoo Sandbox, Joe Sandbox execute malware safely for
behavior study.
Al and Machine Learning in OSINT

e NLP: extracts entities, sentiments, and topics from text.

o Computer Vision: identifies patterns or objects in images.

e Predictive Analytics: detects anomalies and forecasts future events.
Data Visualization and Link Analysis

o Interactive Visualization: Tableau, Power BI, D3.js for dashboards.

e Graph Analysis: Neo4j, Gephi, Palantir reveal hidden links and key nodes.

e Geospatial Visualization: ArcGIS, QGIS show spatial trends and overlays.
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